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E.O. 11652: NA 
TAGS: PINT, PINR, NU 

SUBJECT: ADDITION OF INTELLIGENCE CONTROLS 

REF: STATE 013557 

1 . STATE 219411 WAS RECEIVED BUT IN THE ABSENCE ON TDY OF PSO 
THE MESSAGE WAS INADVERTENTLY OVERLOOKED BY ALL CONCERNED. 

2. THERE APPEARS TO HAVE BEEN NO REMINDER MESSAGE FROM THE 
DEPARTMENT SINCE STATE 219411. 

3. WHEN MANAGU'S 0186 WAS BEING PREPARED, THE SOURCE OF THE 
EARLIER MESSAGES WHICH CONTAINED THE SENSITIVE INTELLIGENCE, 
ADMONISHED THE DRAFTING OFFICE "RO INCLUDE ALL THE SENSITIVE 
INTELLIGENCE WARNINGS CONTAINED IN THEIR ORIGINALS". 

4. THE DRAFING OFFICE CHECKED THEIR FILES AND FOUND NO INSTRUCTION 
ON THE PLACEMENT OF THE WARNINGS ON TELEGRAMS TO THE DEPARTMENT, 
SO ASKED THE COMMUNICATION S SUPPORT OFFICER FOR CLARIFICATION. 
AFTER THIS DISCUSSION HE UNDERSTOOD THAT THE INDICATOR "XGDS4 
DECLASSIFY ON: DATE IMPOSSIBLE TO DETERMINE" WOULD SUFFICE FOR 
STATE DEPARTMENT PURPOSES. THERE WAS A MISUNDERSTANDING IN THE 
CONVERSATION BECAUSE THE C&R OFFICER DID NOT KNOW THE ORIGIN OF 
THE INFORMATION IN QUESTION. 

5. THE EMBASSY SINCERELY REGRETS ITS COLLECTIVE FAILURE TO NOTE 
LIMITED OFFICIAL USE 
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THE CHANGE IN PROCEDURES CONTAINED IN STATE 21941 1 . 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 

6. WE HOPE THAT THE DEPARTMENT'S CONTROLS WHICH PROMPTED STATE 
013557 ALSO PREVENTED ANY UNAUTHORIZED DISSEMINATION OF THE 
INFORMATION IN MANAGUA'S 0186. 

7. THE POST HAS NOW BEEN ALERTED TO THE REVISED CONTROLS, AND 
HAS ISSUED APPROPRIATE INSTRUCTIONS TO INSURE THAT IN FUTURE, 

ALL DRAFTERS WILL BE ALERT TO THE NEED TO INCLUDE THE SENSITIVE 
INTELLIGENCE WARNINGS ON MESSAGES SUCH AS OUR 0186. 

THEBERGE 
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